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How  We Are Different

We are a one-stop for secure 

design, development, production, 

and post-market services. See how 

we can take your device from IP to 

commercialized product today!

Device Development

Let Velentium meet your 

manufacturing needs with our ISO 

13485-certified lean QMS and our 

design and development experts 

within arms' reach at all times.

Medical Manufacturing

Velentium's depth and breadth of 

development experience, as well as 

our ability to navigate the 

constraints of secure medical 

device development, makes us an 

industry leader in device security.

Cybersecurity

Velentium's Subject Matter Experts 

can design you a custom test 

system, ranging from fully manual to 

fully automatic, and everything in 

between. 

Test Systems

We Exist to  Help You Change Lives  for a Better World
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Velentium’s Product Security Team
Cybersecurity Consulting Services
Ø Development Project Assistance

Ø Product Security Governance

Ø Post Market Support Services

Ø Mobile Device Management (MDM) 
Services

Ø Embedded Cybersecurity Training

Ø Custom Consulting Services
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Velentium’s Product Security Team
Ø Over the last three years, assisted 80 clients with medical device security and 

FDA/MDR submission content

Ø ~100 unique medical device projects

§ Deep brain implants

§ Implanted pumps & stimulators

§ AEDs, pacemakers & ventilators

§ Wearable diagnostic devices

§ Mobile, web & cloud

§ SaMD & ML/AI

§ Diagnostic laboratory equipment
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Myth:
Cybersecurity is an 

IT Problem
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IT Security
(Information Technology)

OT Security
(Operational Technology)

• Confidentiality, Integrity, 
Availability
• Data and network 

focused
• Centralized and large 

well-resourced systems

• Safety, Integrity, 
Availability
• Operational efficacy and 

reliability
• Distributed, low-resource 

systems

OT Security vs. IT Security

Medical 
Device 

Security
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Myth:
Patients are the Most 

Important Stakeholder 
in Medical 

Cybersecurity
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https://www.theverge.com/2021/9/27/22696097/hospital-ransomware-cyberattack-death-rates-patients

https://www.cdc.gov/mmwr/volumes/70/wr/mm7046a5.htm

https://www.technologyreview.com/2020/09/18/1008582/a-patient-has-died-after-ransomware-hackers-hit-a-german-hospital/

https://www.nbcnews.com/news/baby-died-due-ransomware-attack-hospital-suit-claims-rcna2465
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Key FDA Terms
ü “Safety and Efficacy” – Original FDA medical device 

mandate

ü “Reasonable assurance the device and related 
systems are cybersecure” – Omnibus / RTA Policy

ü FDA Panel at DEF CON 31 Biohacking Village Talks
o Be sure to check their YouTube channel for the recordings to 

be posted
o https://www.youtube.com/@BiohackingVillage

https://www.youtube.com/@BiohackingVillage
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Things we are 
aware of and 
understand

Things we are 
aware of but do 
not understand

Things we 
understand but 
are not aware of

Things we neither 
understand nor 

are aware of

Knowns
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Security Risk Management
1. Identify potential risks (awareness)
2. Analyze and assess risks (understanding)
3. Manage risk via:

• Accepting it   unreasonable assurance now
• Reducing it   design and implementation of controls
• Removing it   making an architectural or design change
• Transferring it  communication to users, agreements, etc.

4. Repeat / Maintain
 

Various and appropriate ways in which to do this at different 
stages of the complete product lifecycle
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AAMI TIR57:2016 (R2023)
https://webstore.ansi.org/standards/aami/aamitir572016r2023

• ANSI/AAMI TIR57:2016 (R2023) Principles For Medical Device 
Security - Risk Management

• ANSI/AAMI SW96:2023 Standard For Medical Device Security - 
Security Risk Management For Device Manufacturers

2 Risk Management Paths

AAMI SW96:2023 
https://array.aami.org/doi/10.2345/9781570208621
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Myth:
Medical Device 

Security is a New 
Problem
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A Brief History: US Market

• 1938 – Federal Food, Drug, and Cosmetic Act (FD&C Act)
• 1970s – Origins of term ‘Cybersecurity’ and field
• 1976 – FDA Medical Device Amendments to ensure safety 

and effectiveness of medical devices
• ’90s-’00s – Additional requirements, such as post-market 

surveillance and management of devices
• 2005 – Cybersecurity for Networked Medical Devices 

Containing Off-the-Shelf (OTS) Software

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cybersecurity-
networked-medical-devices-containing-shelf-ots-software
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Haider, N., Gates, C., Sengupta, 

V., & Qian, S. (2019).

Cybersecurity of medical 

devices: Past, present, and 

future.

In Deer's Treatment of Pain 

(pp. 811-820). Springer, Cham.

A Brief History
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A Brief History: US Market

• 2014 – FDA added security 
to submissions

• 2016 – FDA requires MDMs 
to monitor and maintain 
fielded devices

• 2018 – Updated premarket 
guidance...

https://www.fda.gov/regulatory-information/search-
fda-guidance-documents/postmarket-
management-cybersecurity-medical-devices

https://www.fda.gov/regulatory-information/search-fda-
guidance-documents/content-premarket-submissions-
management-cybersecurity-medical-devices

2018

JK J
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• April 2022 – FDA 
releases draft update to 
premarket guidance

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cybersecurity-
medical-devices-quality-system-considerations-and-content-premarket-submissions

A Brief History: US Market
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2022 Draft Premarket Guidance2014 Premarket Guidance

Content Comparison: 2014 vs 2022
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• December 2022 – 
“Omnibus bill” 
(Consolidated 
Appropriations Act, 
2023) signed into law

• Adds Section 524B to 
FD&C Act

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cybersecurity-
medical-devices-refuse-accept-policy-cyber-devices-and-related-systems-under-section

Modern FDA Requirements
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• March 2023 – Omnibus 
bill became effective

“FDA generally intends not to issue 
‘refuse to accept’ decisions for 
premarket submissions… based 
solely on information required by 
section 524B of the FD&C Act 
before October 1, 2023.”

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/cybersecurity-
medical-devices-refuse-accept-policy-cyber-devices-and-related-systems-under-section

Modern FDA Requirements
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Myth:
The FDA’s new 
authority and 

requirements go into 
effect October 1, 2023
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Myth:
Legacy devices or 

devices already 
approved are not 

subject to the new FDA 
requirements
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Modern FDA 
Requirements
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Modern FDA 
Requirements

ü Must prove that a device 
does not have cyber risks 
as opposed to justifying 
or claiming it does not
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Myth:
Medical devices that 
do not connect to the 
Internet do not apply
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• Still a vague description

• Must perform risk assessments 
to truly know if a device is or is 
not a cyber device

• Can ask FDA directly regarding 
your device

https://www.fda.gov/medical-devices/digital-health-
center-excellence/cybersecurity-medical-devices-

frequently-asked-questions-faqs

What is a cyber 
device?
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Modern FDA 
Requirements

ü Plans and procedures for 
Postmarket activities in 
Premarket submission 
content

ü Updating, SBOM and 
other monitoring, incident 
response, and disclosures 
and communications
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Modern FDA 
Requirements

ü Plans and procedures for 
Premarket development 
activities

ü Reasonable assurance 
for cybersecurity 
throughout complete 
product lifecycle
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Modern FDA 
Requirements

ü Regular update cycles based 
on platform/device type

ü Timely updates as needed
ü Look to forthcoming Joint 

Security Plan v2 by HSCC
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Modern FDA 
Requirements

ü Machine-readable SBOM 
of all software 
components and 
associated processes 
(maintain, monitor, 
share)
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Modern FDA 
Requirements

https://www.medtechdive.com/news/fda-draft-
cybersecurity-guidance-requirements/621872/
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Myth:
There must be an 

explicit link between 
security and safety for 

the FDA to have 
authority
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https://www.hhs.gov/about/agencies/hhs-agencies-and-offices/index.html

U.S. Department of Health 
and Human Services

Health Insurance Portability 
Privacy & Accountability Act

“The FDA… ensures that… medical 
devices are safe and effective…”

“OCR ensures that… individuals
can access and trust the privacy and 
security of their health information.”
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Shifting Sands of MedTech Security

• No longer an explicit link between safety 
and security required for FDA authority
• Security alone is enough

• Plus, many other regulatory bodies are 
joining the party…
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HIPAA Violations

• $100 to $250,000 fine per incident

• Largest to-date: $16 million due to data breach

https://www.ama-assn.org/practice-
management/hipaa/hipaa-violations-enforcement

https://www.hipaajournal.com/
common-hipaa-violations/

• Common HIPAA violations:
1. Snooping on Healthcare Records
2. Failure to Perform an Organization-Wide Risk Analysis
3. Failure to Manage Security Risks / Lack of a Risk Management 

Process
4. Insufficient ePHI Access Controls
5. Failure to Use Encryption or an Equivalent Measure to Safeguard 

ePHI on Portable Devices
6. Exceeding the 60-Day Deadline for Issuing Breach Notifications
7. Improper Disposal of PHI
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https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
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General Data Protection 
Regulation (GDPR)

• Tier 1
• “Less Severe”
• Up to €10M, or 2% of 

previous year’s 
revenue

• Tier 2
• “More Serious”
• Up to €20M, or 4% of 

previous year’s 
revenue

• Based on:
• Gravity and nature
• Intention
• Mitigation
• Precautionary 

measures
• History
• Cooperation
• Data category
• Notification
• Certification
• Aggravating/ 

mitigating factors

https://gdpr.eu/fines/
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Federal Trade
Commission (FTC)

• Protects 
consumers’ health 
privacy

• Focus on large-
scale events

• Lawyer up!

https://www.engadget.com/ftc-fines-goodrx-sharing-user-information-
facebook-google-045353503.html
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Modern FDA 
Requirements

https://www.medtechdive.com/news/fda-draft-
cybersecurity-guidance-requirements/621872/
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Myth:
The Premarket 

Guidance must be 
followed verbatim
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Guidance

• FDA’s opinion of easiest 
path to demonstrate 
reasonable assurance of 
cybersecurity to them

• MDMs do not necessarily 
have to follow this but will 
then have to justify their 
decisions

• Make your life easier with 
recognized standards and 
the discussed 
documentation
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Secure Product Development 
Framework

• Heavy plan and procedure 
requirements

• IEC 81001-5-1:2021 Activities 
in the product life cycle

• Many other frameworks to 
build off of IEC 81001 for SPDF

https://www.iso.org/standard/76097.html

IEC 81001-5-1

NIST SP 
800-218 
SSDF

AAMI 
TIR57, 
TIR97, 
SW96

NTIA, 
OWASP, 

MDIC, 
Others

ISO 
13485 & 
14971

ANSI/ISA 
62443-4-1

HSCC 
JSPv2
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2022 Draft Premarket Requirements
• Security Risk Management Plan

o Including Pre- & Postmarket activities
• Threat Modeling

o System wide plus supply chain, transfer, 
deployment, updating, decommissioning

• Security Requirements
• Security Architecture

o Security Architecture Views of global system, 
multi-patient harm, updating, security use 
cases

• SBOM Generation & Processes
• Commercial Device/OS Hardening
• MDM Configuration & Deployment

Section V.A.4. (pages 14-15) 

Section V.A.1. (page 10) 

Section V.B.1. (pages 17-18)

Section V.B.2. (pages 19-22)

Section V.A.2. (pages 11-14)
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2022 Draft Premarket Requirements
• Security Testing

o Attack Surface Analysis
o Vulnerability Scanning/Testing 
o Configuration Assessment 
o Static Analysis Security Testing 
o Software Anomaly Testing
o Malformed Input and Fuzz Testing 
o Penetration Testing
o Coexistence of Performance & 

Mitigations Testing 
o Effectiveness of Controls Testing

Section V.C. (pages 22-24) 
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2022 Draft Premarket Requirements
• Cybersecurity Traceability

o Security Risks, Controls & Testing

• Supply Chain Vendor 
Cybersecurity Assessment

• Third-Party Component 
Management & Mitigating 
Controls 

• Security Content for IFU / Labeling
• MDS2 Form 
• Security Risk Management Report

Section V.A.4. (page 15) 

Section V.A.2. (pages 11-14) 

Section VI.A. (pages 24-25) 

Section VI.A. (pages 26) 
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To the Future
• Expecting final premarket guidance to 

be updated in a matter of weeks
• Language to change but content to 

remain similar

• Additional eSTAR updates shortly after
• Annual cadence of FDA and CISA 

working together to define current 
best practices

• Forthcoming Postmarket guidance 
updates
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THANK 
YOU
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Threat Modeling

1. What are we 
working on?

2. What can go 
wrong?

3. What are we going 
to do about it?

4. Did we do a good 
enough job?

https://www.threatmodelingmanifesto.org/



M
edical D

evice Engineering:Your IP. D
esigned and Built.

Malformed Input 
and Fuzz Testing

• Injecting malformed, 
invalid or unexpected 
inputs into systems

• “Zero-day” discovery

• Robustness testing

https://www.intel.com/content/www/us/en/developer/articles/technical
/the-schiaparelli-lesson-unusual-and-faulty-conditions.html

Unexpected 
Abnormal 

States

Unexpected 
Faults

Expected 
Faults

Expected 
Abnormal 

States

Expected 
Operational 

States

Defined bad 
case testing

Normal 
case 

testing

Random 
testing, 
Fuzzing
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Penetration Testing, Hardening, 
Configuration Assessment and More…
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Secure Code Static Analysis
• 93 billion lines of code written 

in 2020
• Out of ~3 trillion lines total

• Errors per 1000 lines of code
• Industry average 15-50 per 1000
• The “best” teams get to 1-5 per 

1000

• So lets call it 10 per 1000…
• 30 billion bugs ever written!
• 930 million bugs created in 

2020 alone

https://www.linkedin.com/posts/sidragon1_devsecops-research-
microsoft-activity-6890937687423950848-VM_W/

Static Analysis

Source Code

Violations

Secure Coding 
Conventions
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SBOMs & Post-Market Surveillance

https://avleonov.com/2018/06/05/vulnerability-databases-
classification-and-registry/
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SBOMs & Post-Market Surveillance

https://avleonov.com/2018/06/05/vulnerability-databases-classification-and-registry/
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SBOMs & Post-Market Surveillance
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SBOMs & Post-Market Surveillance

https://avleonov.com/2018/06/05/vulnerability-databases-classification-and-registry/
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• Instructions and 
product 
specifications

• Features that protect      
critical functionality

• Backup and restore 
info

• Guidance for 
supporting 
infrastructure

• Device hardening

• Software update info

• End-of-support info

• Communication          
interfaces and           
networking info

• Security event          
notifications

• Forensic evidence    
capture (secure      
logging)

• Diagrams
• SBOM


